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Who Am I
● Poznań, Poland (Central Europe)
● Recently defended master’s thesis on isogeny-based cryptography
● Computer Science
● Interested in cryptography
● Found out about the course from social media



The Joy of Cryptography
● Book about provable cryptography
● Library-based approach for conducting proofs
● 2nd edition released this year, 3 first chapters available online



The Joy of Cryptography
● Claim 1.4.1 - OTP encryption is uniformly distributed
● Notion of “indistinguishability” between libraries (Claim 2.2.2)



Joclean - (very early) Formalization of JoC
● Proposal: 

Design Interface, Library and Adversary with tactics

● What I did: 
Formalize the OTP 1.4.1 uniformity claim without introducing the 

“Library” and “indistinguishability” relation (yet)

● Future Work: 
Finish the idea from proposal - wrap the OTP uniformity claim 

into the Library framework

Link: https://github.com/desecnd/proof101-project

https://github.com/desecnd/proof101-project


Joclean - OTP Claim 1.4.1
● BitVec - Lean4 builtin for n-bit string operations
● PMF - Probability Mass Function (uniform distribution for fin types)
● Encrypting the message M with uniform key, gives a uniform BitVec



Joclean - OTP Claim 1.4.1
● Convert into a tsum object



Joclean - OTP Claim 1.4.1
● Split into 2 cases by the if-then-else



Joclean - OTP Claim 1.4.1
● Solve goal 1



Joclean - OTP Claim 1.4.1
● Solve goal 2 - by contradiction



Joclean - Future Work
● Understand better how OracleComp works in VCVio (Game-based 

proofs used for cryptographic protocols)
● Think how to adjust this type (if possible) or create something similar 

for the library-based proofs



Thanks!

Thanks to organizers of PROOF101 and especially to 
Daniel Dia for creating this amazing course!


